National Aeronautics and Space Administration

Subpart 1852.2—Texts of Provisions
and Clauses

1852.203-70 Display of Inspector Gen-
eral Hotline Posters.

As prescribed in 1803.7001, insert the
following clause:

DISPLAY OF INSPECTOR GENERAL HOTLINE
POSTERS (JUN 2001)

(a) The Contractor shall display promi-
nently in common work areas within busi-
ness segments performing work under this
contract, Inspector General Hotline Posters
available under paragraph (b) of this clause.

(b) Inspector General Hotline Posters may
be obtained from NASA Office of Inspector
General, Code W, Washington, DC, 20546-0001,
(202) 358-1220.

[66 FR 29727, June 1, 2001]

1852.204-74 Central Contractor Reg-
istration.

As prescribed in 1804.7404, insert the
following clause:

CENTRAL CONTRACTOR REGISTRATION (MAY
2002)

(a) Definitions. As used in this clause—

(1) ““Central Contractor Registration (CCR)
database’” means the primary DoD reposi-
tory for contractor information required for
the conduct of business with NASA.

(2) “Data Universal Number System
(DUNS) number’” means the 9-digit number
assigned by Dun and Bradstreet Information
Services to identify unique business entities.

(3) “Data Universal Numbering System +4
(DUNS+4) number’”’ means the DUNS number
assigned by Dun and Bradstreet plus a 4-digit
suffix that may be assigned by a parent
(controlling) business concern. This 4-digit
suffix may be assigned at the discretion of
the parent business concern for such pur-
poses as identifying sub-units or affiliates of
the parent business concern.

(4) ‘“Commercial and Government Entity
Code (CAGE Code)’ means—

(i) A code assigned by the Defense Logis-
tics Information Service (DLIS) to identify a
commercial or Government entity; or

(ii) A code assigned by a member of the
North Atlantic Treaty Organization (NATO)
that is recorded and maintained by DLIS in
the CAGE master file.

(5) ‘‘Registered in the CCR database”
means that all mandatory information, in-
cluding the DUNS number or the DUNS+4
number, if applicable, and the corresponding
CAGE code, is in the CCR database; the
DUNS number and the CAGE code have been
validated; and all edits have been success-
fully completed.

1852.204-75

(b)(1) By submission of an offer, the offeror
acknowledges the requirement that a pro-
spective awardee must be registered in the
CCR database prior to award, during per-
formance, and through final payment of any
contract resulting from this solicitation, ex-
cept for awards to foreign vendors per-
forming work outside of the United States.

(2) The Contracting Officer will verify that
the offeror is registered in the CCR database.

(3) Lack of registration in the CCR data-
base will make an offeror ineligible for
award after March 31, 2001.

(4) DoD has established a goal of reg-
istering an applicant in the CCR database
within 48 hours after receipt of a complete
and accurate application via the Internet.
However, registration of an applicant sub-
mitting an application through a method
other than the Internet may take up to 30
days. Therefore, offerors that are not reg-
istered should consider applying for registra-
tion immediately upon receipt of this solici-
tation.

(c) The Contractor is responsible for the
accuracy and completeness of the data with-
in the CCR, and for any liability resulting
from the Government’s reliance on inac-
curate or incomplete data. To remain reg-
istered in the CCR database after the initial
registration, the Contractor is required to
confirm on an annual basis that its informa-
tion in the CCR database is accurate and
complete.

(d) Offerors and contractors may obtain in-
formation on registration and annual con-
firmation requirements via the Internet at
http://www.ccr.gov or by calling 883-CCR-2423
(888-227-2423).

(End of clause)

[66 FR 50153, Aug. 17, 2000, as amended at 66
FR 53548, Oct. 23, 2001; 67 FR 30604, May 7,
2002]

1852.204-75 Security classification re-
quirements.

As prescribed in 1804.404-70, insert the
following clause:

SECURITY CLASSIFICATION REQUIREMENTS
(SEP 1989)

Performance under this contract will in-
volve access to and/or generation of classi-
fied information, work in a security area, or
both, up to the level of
[insert the applicable
security clearance level]. See Federal Acqui-
sition Regulation clause 52.204-2 in this con-
tract and DD Form 254, Contract Security
Classification Specification, Attachment

[Insert the attachment number of
the DD Form 254].
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1852.204-76
(End of clause)

[61 FR 40548, Aug. 5, 1996]

1852.204-76 Security Requirements for
Unclassified Information Tech-
nology Resources.

As prescribed in 1804.470-4, insert a
clause substantially as follows:

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES,
(JUL 2002)

(a) The Contractor shall be responsible for
Information Technology security for all sys-
tems connected to a NASA network or oper-
ated by the Contractor for NASA, regardless
of location. This clause is applicable to all or
any part of the contract that includes infor-
mation technology resources or services in
which the Contractor must have physical or
electronic access to NASA’s sensitive infor-
mation contained in unclassified systems
that directly support the mission of the
Agency. This includes information tech-
nology, hardware, software, and the manage-
ment, operation, maintenance, program-
ming, and system administration of com-
puter systems, networks, and telecommuni-
cations systems. Examples of tasks that re-
quire security provisions include:

(1) Computer control of spacecraft,
ellites, or aircraft or their payloads;

(2) Acquisition, transmission or analysis of
data owned by NASA with significant re-
placement cost should the contractor’s copy
be corrupted; and

(3) Access to NASA networks or computers
at a level beyond that granted the general
public, e.g. bypassing a firewall.

(b) The Contractor shall provide, imple-
ment, and maintain an IT Security Plan.
This plan shall describe the processes and
procedures that will be followed to ensure
appropriate security of IT resources that are
developed, processed, or used under this con-
tract. The plan shall describe those parts of
the contract to which this clause applies.
The Contractor’s IT Security Plan shall be
compliant with Federal laws that include,
but are not limited to, the Computer Secu-
rity Act of 1987 (40 U.S.C. 1441 et seq.) and the
Government Information Security Reform
Act of 2000. The plan shall meet IT security
requirements in accordance with Federal and
NASA policies and procedures that include,
but are not limited to:

(1) OMB Circular A-130, Management of
Federal Information Resources, Appendix III,
Security of Federal Automated Information
Resources;

(2) NASA Procedures and Guidelines (NPG)
2810.1, Security of Information Technology;
and

(3) Chapter 3 of NPG 1620.1, NASA Security
Procedures and Guidelines.

sat-

48 CFR Ch. 18 (10-1-02 Edition)

(¢) Within  days after contract award,
the contractor shall submit for NASA ap-
proval an IT Security Plan. This plan must
be consistent with and further detail the ap-
proach contained in the offeror’s proposal or
sealed bid that resulted in the award of this
contract and in compliance with the require-
ments stated in this clause. The plan, as ap-
proved by the Contracting Officer, shall be
incorporated into the contract as a compli-
ance document.

(d)(1) Contractor personnel requiring privi-
leged access or limited privileged access to
systems operated by the Contractor for
NASA or interconnected to a NASA network
shall be screened at an appropriate level in
accordance with NPG 2810.1, Section 4.5; NPG
1620.1, Chapter 3; and paragraph (d)(2) of this
clause. Those Contractor personnel with
non-privileged access do not require per-
sonnel screening. NASA shall provide screen-
ing using standard personnel screening Na-
tional Agency Check (NAC) forms listed in
paragraph (d)(3) of this clause, unless con-
tractor screening in accordance with para-
graph (d)(4) is approved. The Contractor
shall submit the required forms to the NASA
Center Chief of Security (CCS) within four-
teen (14) days after contract award or assign-
ment of an individual to a position requiring
screening. The forms may be obtained from
the CCS. At the option of the government,
interim access may be granted pending com-
pletion of the NAC.

(2) Guidance for selecting the appropriate
level of screening is based on the risk of ad-
verse impact to NASA missions. NASA de-
fines three levels of risk for which screening
is required (IT-1 has the highest level of
risk):

(i) IT-1—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause very serious adverse
impact to NASA missions. These systems in-
clude, for example, those that can transmit
commands directly modifying the behavior
of spacecraft, satellites or aircraft.

(ii) IT-2—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause serious adverse im-
pact to NASA missions. These systems in-
clude, for example, those that can transmit
commands directly modifying the behavior
of payloads on spacecraft, satellites or air-
craft; and those that contain the primary
copy of ‘“‘level 1’ data whose cost to replace
exceeds one million dollars.

(iii) IT-3—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause significant adverse
impact to NASA missions. These systems in-
clude, for example, those that interconnect
with a NASA network in a way that exceeds
access by the general public, such as bypass-
ing firewalls; and systems operated by the
contractor for NASA whose function or data
has substantial cost to replace, even if these
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